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Instructions
Before signing any AI vendor contract, work through each question. Mark Pass or Fail. Any question you cannot answer is automatically a Fail — the burden of proof is on the vendor, not you.
Scoring: 18–20 passes = low risk. 15–17 = moderate risk, negotiate improvements. Below 15 = significant risk, reconsider.

Vendor Details
Vendor Name: ____________________________    Product: ____________________________
Date Evaluated: ______________    Evaluated By: ____________________________

	Category
	Question
	Pass
	Fail

	Data & Privacy
	Where is patient data stored? (Country/jurisdiction)
	
	

	
	Who has access to your practice’s data?
	
	

	
	Is data encrypted at rest and in transit?
	
	

	
	Can you export all your data if you cancel?
	
	

	
	Does the vendor comply with Australian Privacy Act 1988 and APPs?
	
	

	
	Is there a clear data processing agreement available?
	
	

	Contract Terms
	Is there a genuine free trial period (minimum 30 days)?
	
	

	
	Are pricing terms transparent with no hidden fees?
	
	

	
	Is there a clear exit clause with defined data portability?
	
	

	
	Are contract terms month-to-month or annual with early exit?
	
	

	Integration
	Does it integrate with your current PMS?
	
	

	
	Has the vendor demonstrated integration with Australian dental software?
	
	

	
	Will implementation require changes to existing workflows?
	
	

	Support
	What onboarding and training is included?
	
	

	
	Is ongoing support available in Australian business hours?
	
	

	
	What is the average response time for support issues?
	
	

	Evidence
	Can the vendor provide case studies from similar-sized Australian practices?
	
	

	
	What is their customer churn rate in the first 12 months?
	
	

	
	Can you speak to current customers as references?
	
	

	Red Flags
	Does the vendor use pressure tactics (“limited time offer”)?
	
	

	
	TOTAL PASSES: ___ / 20   —   Below 15 = significant risk. Reconsider.
	
	



Critical Questions to Ask in Every Vendor Meeting
1. What happens to my patient data if I cancel the service?
2. Where exactly is data stored and under which jurisdiction?
3. Can I speak with three current customers of similar practice size?
4. What is your customer retention rate after 12 months?
5. How do you handle patient consent for AI processing of health information under Australian law?

If the vendor cannot answer all five clearly and confidently, that tells you everything you need to know.
